Abstract. The Health Insurance Portability and Accountability Act (HIPAA) privacy rule was enacted to protect patients' personal health information from undue disclosure. Despite its intention to protect patients, recent reports suggest that HIPAA restrictions may be negatively impacting health research. Quantitative, visual geographical and statistical analysis of zip code geographical information systems (GIS) mapping, comparing 3-digit HIPAA-compliant and 5-digit HIPAA-non-compliant simulated data, was chosen to identify and describe the type of distortion that may result. It was found that unmitigated HIPAA compliance with HIPAA mapping rules distorted the GIS zip code data by 28% leading to erroneous results. Thus, compliance with HIPAA privacy rule when mapping may lead investigators to publish erroneous GIS maps.
Introduction
The Health Insurance Portability and Accountability Act (HIPAA) privacy rule was enacted, to establish national standards in the United States of America to protect individuals' medical records and other personal health information. The HIPAA privacy rule codified detailed regulations regarding the use and dissemination of information that could be used to identify an individual, often called protected health information (PHI) (US Department of Human Health Services, the Privacy Rule). Protecting individuals' privacy is an ethical responsibility, which, if done correctly may lead to increased trust between the subject and researcher and greater participation of subjects in health care research. In this context a breach in privacy and noncompliance with HIPAA may lead to negative social, medical or psychological ramifications such as diminished dignity, stigmatization or discrimination at work or school.
In the research community there continues to be debate about the HIPAA privacy rule's effectiveness at protecting individuals' privacy and whether the standards that have been set are hindering research (Ness, 2007; Greene et al., 2008; Gostin and Nass, 2009; Steinberg and Rubin, 2009; Wartenberg and Thompson, 2010) . Accordingly, the National Academies of Sciences' Institute of Medicine (IOM) published a report in 2009 about the HIPAA regulations concluding that "the HIPAA privacy rule does not protect privacy as well as it should, and that, as currently implemented, the privacy rule impedes important health research". The committee found that the privacy rule (i) is not uniformly applicable to all health research; (ii) overstates the ability of informed consent to protect privacy rather than incorporating comprehensive privacy protections; (iii) conflicts with other federal regulations governing health research; (iv) is interpreted differently across institutions; and (v) creates barriers to research and leads to biased research samples, which generate invalid conclusions (IOM, 2009 ). The IOM recommended that "the committee proposes a bold, innovative, and more uniform approach to the dual challenge of protecting privacy while supporting beneficial and responsible research; second, in the event that policy makers decide that HIPAA was -and continues to be -the most useful model for how to safeguard privacy in health research, the committee proposes a series of detailed proposals to improve the HIPAA privacy rule and associated guidance" (IOM, 2009 ).
Impact of HIPAA on mapping research
One topic not addressed in the IOM report was health research using geographical information system (GIS) research. "A GIS integrates hardware, software, and data for capturing, managing, analyzing, and displaying all forms of geographically referenced information. GIS allows us to view, understand, question, interpret, and visualize data in many ways that reveal relationships, patterns, and trends in the form of maps, globes, reports, and charts" (http://www.esri.com/what-is-gis/index. html). GIS technology is a tool in public health research that can help provide up-to-date graphical information about resource distribution, disease patterns, and loci of events ("hot spots") (Rogers and Randolph, 2003; Waring et al., 2005) . For example, in the context of the recent H1N1 influenza pandemic, GIS could have be used to graphically match resource demand with resource supplies by overlaying a map showing the locations of all known influenza cases with a map of outpatient clinics and hospitals. GIS technology may also help fill knowledge gaps about transmission of diseases, evolution of disease outbreaks and predicting future disease spread using computer-aided stochastic modeling and other analytical techniques. The technology has been used to track the spread of diseases, rapidly identify disease clusters and outbreaks, and examine large scale data for spatio-temporal relationships (Yasnoff and Sondik, 1999; Guerra et al., 2002; Kistermann et al., 2002; Rogers and Randolph, 2003; Waring et al., 2005) .
As the applications of GIS have advanced, the need for researchers to publish GIS-related data has become increasingly prevalent and important for academic progress. It is widely understood that certain elements of GIS information may theoretically be used to identify the individual represented by the data. Accordingly, privacy is a concern that is often raised when researchers seek to publish their results. Currently, no specific federal standards exist for publication of maps showing GIS research data (VanWey et al., 2005) . According to current HIPAA regulations, protected health information (PHI) must be removed before data collection, analysis and/or publication, unless explicit permission ("informed consent") is granted by the subject(s) from whom the information issues (US Department of Human Health Services, HIPAA Regulations §164.514). In contrast to many other research settings, de-identification of GIS-related information in the context of health research often defeats the primary objective of GIS: to display the data graphically in a way that communicates new information or knowledge.
The effect of HIPAA on publication of GIS data
Specifically, HIPAA states that all geographical subdivisions smaller than state including address, city, county, precinct, zip code and their equivalent geo-codes (latitude and longitude) must be eliminated from the data to be considered de-identified prior to publication. The only exception is that the initial three digits of a zip code may be published, if the represented geographic area that has a population greater than 20,000 (US Department of Human Health Services, HIPAA Regulations §164.514).
Initially it may seem possible to easily meet the HIPAA zip code requirements by simply combining the areas represented by five-digit zip codes into a display showing only the larger area represented by 3-digit zip codes (Fig. 1) . To accomplish this manipulation, however, all of the data contained in each of the five-digit areas must be moved to the geographical centroid of the larger corresponding three-digit area. In effect, this manipulation may reduces the level of precision and introduce statistical bias into the results. This issue has been identified as the modifiable area unit problem (Dark and Bram, 2007) . Several studies have shown that this type of aggregation can inadvertently introduce bias, blur meaningful variations in data, limit disease clustering detection or artificially shift the geographical location of the results (Armstrong et al., 1999; Kulldorff, 1999; Kwan et al., 2004; Gregorio et al., 2005; Bell et al., 2006) .
Despite numerous qualitative examples reported in the scientific literature, relatively little has been done to quantify the extent of error introduced by the HIPAA three-digit zip code rule. One publication (Olsen et al., 2006) that has addressed a similar topic did so by analysing the performance of "spatial cluster detection," a software programme often utilised by GIS researchers to identify the relative locations of disease clusters. In this study, the authors converted data from an exact address to a regional centroid location, with the aggregation, identification of significant disease clusters erroneously decreased from 73% to 45% (Olsen et al., 2006) . Another study aggregated simulated data from an exact location to a census tract, which resulted in an inaccurate display of a pattern of disease risk (Boulos et al., 2006) .
The purpose of this paper is to describe and quantify the effects of aggregating data to comply with the three-digit HIPAA zip code rule with an outbreak of contagious infectious disease resembling influenza. This project was undertaken with the intention to provide quantitative information to policy-analysts and decision-makers who may be in a position to make modifications to HIPAA regulation.
Meterials and methods
Simulated patient-level influenza data was created to represent the number of influenza cases during a 12-month period in Florida. This type of simulated data was used in lieu of real influenza case-data because of the privacy limitations posed by HIPAA. Accordingly, no institutional review board (IRB) approval was obtained for this project. One intention of the simulated data was to have its graphic appearance resemble the spatial distribution pattern of an ordinary influenza outbreak in Florida during 
USA). (iii) Assigning density (D i ) in each five-digit zip code.
The flu density, denoted as D i , i = 1, …, 914, in each five-digit zip code, was calculated by dividing the number of influenza cases in each fivedigit zip code in the geographical area of the corresponding five-digit zip code in km 2 (ESRI area data -ArcGIS 9.3 Redlands, CA, USA). (iv) Computing estimated prevalence (P i ) with three-digit zip code data. In practice, we were not able to know the true prevalence in each five-digit zip code area (P i ) but could only estimate the prevalence in each five-digit zip code area P i with the three-digit zip code data available to public. The estimated prevalence in each five-digit zip area (P i ) was computed by summing all the cases that fell in the three-digit zip code area and dividing by the sum by the total population in the corresponding three-digit zip code area. The five-digit zip code areas within the same three-digit zip code area would have the same estimated prevalence P i . (v) Computing estimated density (D i ) with threedigit zip code data. Similarly, we can estimate the five-digit zip code flu density (D i ) with the threezip code area data as as (P i x the population size in the five-digit zip code area)/(area in km 2 ). The absolute error (AE) and relative error (RE) of the estimated prevalence values and flu density values in each five-digit zip code which were calculated with the three-digit zip code data were computed for each simulated data set as the absolute difference between the estimated prevalence (density) and true prevalence (density) and the percentage of the absolute difference relative to the true prevalence (density):
where AE is the absolute difference between the estimated values computed with the three-digit data and the true values we simulated for each five-digit and RE is the ratio (percentage) of AE to the true value for the five digit.
Finally average AE and RE were computed over 100 simulated data sets for each five-digit zip code in Florida. A random data set from the 100 simulated data sets was mapped to visually display differences in the two different mapping techniques (using ArcGIS 9.3, 1999 (using ArcGIS 9.3, -2009 . Two maps were developed: (i) a map of the cases assigned to each five-digit zip code area; and (ii) a map of the cases assigned to each three-digit zip code area, such that the five-digit zip code values were placed in aggregate at the centroid of the corresponding three-digit area.
Results
Figures 2a and 2b display the results of both maps described in the previous section. When mapped at the precision level of five-digit zip codes on this map, the cases tend to cluster at the coastal areas and areas that correspond to large urban cities. Cases tend to be sparser in the panhandle and the lower central portion of the state. The lowest density can be seen in the central lower portion of the state.
When mapped at the three-digit level, cases tend to be spread out more evenly over the entire state. There is less of a distinction in case-count between the panhandle and the remainder of the state. There is an area with case clustering in the south-eastern portion of that state. In both Figure 2a and 2b there is a portion of the state where no cases can occur. This location can be seen in the south-central portion of the state and represents large national parks and preserves. The difference between the two maps can be seen by the location of case clustering. In Figure 2a there are distinct areas of case clustering and areas in which there is a sparse number of cases as well as no cases. In Figure 2b this clustering is less identifiable and cases are more even distributed throughout the state. Tables 1 and 2 show the average AE and RE of the estimated prevalence and influenza density with the three-digit zip data for Florida across the 914 zip codes. The mean absolute difference between the estimated prevalence with three-digit data and true prevalence simulated for the five-digit data was Fig. 2 . GIS mapping of identical datasets showing a simulated influenza outbreak (each dot represents one case). 2a) Influenza data at the precision level of five-digit zip codes; 2b) influenza data at the precision level of three-digit zip codes. 
Discussion
The analyses presented in this paper demonstrate that full compliance with zip code constraints posed by HIPAA privacy regulations may substantially distort GIS mapping data to the extent that the results may be misrepresented and/or misinterpreted. Compliance with these regulations while publishing the type of incidence data, typically produced in an influenza outbreak, may introduce errors approaching 30%. Errors of this magnitude stand to have short-term and long-term effects. In the short term, censoring may prompt decisionmakers to inadvertently misappropriate funds. In the long term, systematic blurring and publication of data to make it less precise carries the risk of directing researchers and the wider public health community down an erroneous pathway chasing false results. In this context, it is conceivable that the consequences of data censoring, performed in the name of privacy protection may, in fact, be worse than a breach in privacy.
An important finding of this project is that this type of data censoring may result in a disproportionate application to low population or rural geographic areas compared to urban or large population because this aggregation skews the data (Figs.  2a and 2b ). This can be seen when the findings are applied to an example of influenza cases and needed medical supplies for a city population of 50,000 compared to a city with a population of 10,000. If a coastal city on the Gulf of Mexico with a population of ~50,000, were to purchase a supply of N95 respirators for healthcare workers based on 15% of the population developing an influenza infection (Centers for Disease Control and Prevetion, 2009), approximately 16,600 respirators would be needed according to a predictive model developed by one of the authors (Lewis, 2009) . If the number of respirators ordered erroneously fell by 28%, an order would be placed for 14,500 respirators (a shortage of 2,100 respirators). Conversely, for an inland city with a population of ~10,500 and an estimated 15% of the population infected annually by influenza (Centers for Disease Control and Prevetion, 2009), there would need to be about 3,500 respirators ordered for healthcare workers to treat influenza patients. With a 28% greater amount of cases identified about 3,900 respirators would be ordered due to the error (an excess of about 400). Although these numbers may appear small, they become massive when applied across a large population. This error occurs with the use of the three-digit data map (Fig. 3) where cases are now more evenly spread over the state. There are more cases introduced into rural areas where low population and disease rate occur and with the error introduction a surplus of supplies might be sent. On the other hand, in large urban city where cases have been decreased and spread to outer areas, fewer cases would be represented per population and therefore a deficient of supplies might be assigned.
With such a wide variety of applications for the use of GIS and public health research changes in policy may allow for more accurate and vital information to be published. In addition to the recommendations made by the IOM in 2009, we propose that new policies should seek to better ensure protection of individuals' privacy and exhibit sufficient flexibility to take into account unique research methods such as GIS or unforeseen technologies to be developed in the future.
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